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(SRR), %130 Weighted Random Early Detection (WRED), DiffServ uag Rate Limit Tondu
agnaloy

A3150¥ Remote Mirroring ey Ingress %38 Inbound wae Egress 1138 Outbound
anunsansiedeuteyanisaddnisldaruiaieyis wuy NetFlow n3e sFlow wie
NetStream g1

gunsausmsannislelag CLI, SSHv2, SNMPv3 uag RMON 1

aUnsafifvunpunmsgiu ansnsaRaialug Rack wunm 19 3 1
Lﬂumﬁmﬁm%maﬁﬁﬁwﬁmﬂu Leaders Quadrant 494 Gartner Magic Quadrant for the
Wired and Wireless LAN Access Infrastructure U 2022 1usgnsioy
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Fodimssulsyiududmnidvesaniuriiiludueseniawd, weWduas uas License
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Sulseifuudn ssuuvmuadosdanddnudelulfaund Wilsdlédunsuiulgwenduad)
qunirgunsalazdrgaliannsaldaule Tneliided odedns wienedya useiula q
s

ludasanfulseiu nsdiwudngunsal/Audn Radgaidemnes maglaussimdosdnm
gunsal/Audnilminasulinieglu 3 uihnis dudanfuiildzuuds
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nanlaenseeglulszmdalnaiielinmsaduayuinumaia uazaduayuuinimainisug

dze

wngnAludseimelve

2. gunsaladudygramanUszdianzdninTsumans 31U 1 ya TnefinuaudAdumiaeluil
2.1. i1 Switching Capacity agnstioy 2000 Gbps wawil Forwarding Rate ag19os 1400 Mpps
NaUNM¥ Stacking
2.2. fiwosw Ethernet LUV 1G/10G/25G (SFP/SFP+/SFP28) aenatia 24 waden uazwasn 40G/100G
(QSFP+/QSFP28) ae1atiay 4 wasm n3a fiwesn 25G SFP28 ot19liay 24 wasalazNase
100G QSFP28 aeation 4 weadm weuidue Tauga Transceiver waweans Patch Cord daaluil
(i Transceiver Aifiauemaasdosenansadiousafiuneinvesgunsalldedauysallag
Tihdoaldanela o i)
22.1. fias Active Optical Cable (AOC) fiatfuayuarundlunsideusedl 256 anwe
laitasnin 3 lwnT WU 4 1y
2.2.2. Transceiver fiatfuayunsiieuseunuy QSFP28 100GBase-LR¢ S1uaustatley 2
Aot
223, @® Patch Cord WU Single Mode afim LC-LC amnugniliitnendt 3 wns 41uu
2819U0E 2 WU
23, finyrsausIudn (Memory) aunnagieias 4 GB, Flash vuineg19tioy 4 GB wavil
Packet Buffer aunaliitioenin 15 MB
2.4. 995U MAC Address leiagneilay 32,000 Addresses Wiauatiuayu Jumbo frame vu1n
DE19UDE 9000 bytes
2.5, 5895U IPvd Unicast Routes leaenatine 39,000 Routes way IPv6 Unicast Routes 19oen9
1i98 19,500 Routes
2.6. il Power Supply WU Redundant flamnsavihaufussuuliiuu 220 VAC, 50 Hz bl
2.7. # Redundant Fan Wag Redundant Power Supply #uu Hot Swappable
28, annIafudumaniediodmdu IPva was IPvé Traffic TngldTusinneansluil Taely
Aoenldaediudy [Huetaos
2.8.1. Static Route
2.8.2. BGP
2.8.3. OSPF %38 IS-IS
2.9. @wnsavh VLAN a1sanasgau IEEE 802.1Q laliiteendn 4,000 VLAN
2.10. gmunsavin Link Aggregation T@mmumsg IEEE 802.3ad LACP la

G2 Wi > 7
/ Ve \ 4 « - L
i , /WM =IO o Aeprs o CAC



2l

212,
2.13.

2.14.
215,

2.16.

2417,

2.18.

219,
2,20.

2.21.

222,

2.23:

2.24.

2:25.

2.26.

2.27.

@131130% Spanning Tree ANU1AT§1Y 802.1D, 802.1w, 802.1s Way RPVST+ 38
PVRST+ %58 PVST %38 PVST+ %38 VSTP %38 VBST

@1an50vh Virtual Extensible LAN (VXLAN) 1

A11150%1 Network Programmability 61w REST APl %938 NETCONF %3@ Python Script
Iluedation

a11130%1 Multicast @13181195§71U IGMP Snooping, IGMPv3, PIM-SM 3o PIM-DM 19
4137150911 QoS TinuaAs§Iu 802.1p way DiffServ w3e DSCP 58 DWRR 3o WRED la
Jueseaioy

A1UI5AYIN9NY Security WUU Layer 2/Layer 3 ACL %58 Firewall Filter, RADIUS uay
TACACS+ %38 HWTACACS ustnsiias

a1113091 Mirroring e Wanuy Ingress #3® Inbound WAy Egress %38 Outbound %38
fina

annsanseaeudoyanvadfveanislduuaietie lugduuy NetFlow v3e sFlow wie
jFlow %38 NetStream 16

aunTausMsianisiang CLI, SSHv2 wag SNMP e iefinin

a1315091 Virtual Chassis %38 Virtual Switching Extension (VSX) #58 StackWise Virtual
%99 Stack module %138 Cluster Switch System (CSS) 161
I#Sumnsgrusunulasnasieann IEC, EN uay UL Wueghtes

gunIolilvununsgIu anansafnRalug Rack 111a 19 ih ¢
\Jundnsusivesuidmiloglu Leaders Quadrant 489 Gartner Magic Quadrant for the
Wired and Wireless LAN Access Infrastructure T 2022 1fusginsiios
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Sulswiuudy seuuriamadesaaddauseluldmudnd (uiliildsunisusudsageniiuag)
suningunsaiazdrgalianunsaldale Tnglidasddadng wienedny1vsedula
Wi

Tughsnaniusziu nsdiwudngunsal/Audau adigadems nadlaussaidesinm
q‘dﬂiﬂi/%udauiwﬂNWLﬂﬁaulﬁmalu 3 Juhnis tudanniudilaiuuds
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wanlaenssagluussmalneielinisatuayusmumain uasaduayuuinIman1Tne

ezc

ungnéhuussinalne

3. gunsaladudiuminUszinanzunmeadns S1uau 1 Yn Tneiinnuaudidusidselud
3.1. gunsaifiesdl Switching Capacity ag19wes 25.6 Tbps wazdl Forwarding Rate aei13tas
8 Bpps uagatuayuy Per-slot Switching Capacity liitfaandt 4.8 Thps
39 filassadradu Modular Chassis Taedl Slot dm$unislaanu Interface Card %3@ Line Card
vid® Fabric Module %38 Supervisor Engine %38 Management Module Tallsitiesndn 6 Slot
3.3. i Interface Module @msuldaneing q athatiosiil
331, dwesn 1/2.5/5 Gigabit Ethernet ¥5'® 1G SFP wuu RJA5 15 @ 1/10 Gigabit
Ethernet wuv RJA5 ¥30RNT1 98191i0Y 48 Wosn w3 fiwadn 10G SFP+ aeuliay
24 wosn waz wasw 1G SFP adheios 24 wesn
33.2. 1We3n 1/10/25 Gigabit Fthernet wuu SFP28 %35 8 25 Gigabit Fthemet Wuy
SFP28 v3afn1 atnstias 40 Wos
3.3.3. flwetn 40/100 %% 100 Gigabit Ethernet WU QSFP28 W3pAnIn agatias 6 wesn
3.4. gunanlumeniuluga Transceiver uazeny Patch Cord faraluil (fail Transceiver 7
fravermazdsanmnsadeusediunesavesguninildedisauysallagliderilidnela 4
isiiR)
3.4.1. Transceiver fiatfuayumsidensauuy 1000Base-SX S1uruattion 1 miw
3.4.2. Transceiver flatfuayunsidexsiouuy 1000Base-LX Snauseaian 10 mie
3.4.3. Transceiver fiatfuayunisideusiowuy 10GBase-LR S1uauatstion 12 miw
3.4.4. Transceiver fiatuayumsideusisuuy 25GBase LR Suauetstion 24 midy
3.4.5. Transceiver fiafuayumaideusewuy QSFP+ 40GBase-LR4 d1urustetion 2 iy
3.4.6. Transceiver fiatfuayumsideusieuuy QSFP28 100GBase-LR4 Sruiuaehatios 2 miw
3.4.7. @8 Patch Cord WUU Single Mode %ila LC-LC mmpmldiosnin 3 wns 31uu
DE9UBY 2 MUY
3.5, ilvunaved MAC Address Table laidaanda 256,000 Addresses
3.6. i Redundant Management Module 138 Redundant Supervisor Engine Module W&
Redundant Power Supply
3.7. @150 Virtual Chassis 3 Virtual Switching Extension (VSX) %39 StackWise Virtual
%38 Cluster Switch System (CSS)
5.8, ’,_ﬁ"'::IPvd Unicast Route 9u1a Ly Waunaa 1,000,000 Entries kag IPv6 Unicast Route
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39,

3.10.
3.11.
312,

513

3.14.
s i
3.16.
s S
3.18.
3.19.

520

Bl

5.22,

Bi23.

3.24,

325

5206,

Laitfaandn 500,000 Entries

anTaRud U aAtadiedmiu IPva was 1Pve TaeldTustaneasoluilld Tagliide
Arldaeiiudn (Juseaies

3.9.1. Static Route

3.9.2. BGP

3.9.3. OSPF %39 IS-IS

gnsnvin VLAN asanasgiu 802.1Q lewfeuiulitdesnd 4,000 VLAN 1a

a190a519 Interface VLAN Toildiauls laidosndn 4000 VLANS

an3avi1 Spanning Tree Tuguiuy 802.1D, 802.1w, 802.1s Uag RPVST+ %58 PVRST+
w3a VSTP 5o VBST lalluetiaias

a11150%1 PBR (Policy-based routing) w38 WCCP (Web Cache Communication
Protocol) 1ot

@13n30v0 Mirror Port ¥38 Mirror VLAN Wuu Many to One 1¢1

a11130%1 DHCP Relays Lot

4131509 VXLAN 38 Ethernet VPN (EVPN) 161

AnansnvineTusaniy REST APIs %58 Python Scripting v38 NETCONF lalilusgnatiay
@50y Multicast m1aM1@s§ 1 IGMPY3, PIM-DM %38 PIM SSM uag PIM-SM ¢t
gunsaifesinuaninsaluniisesiumsvhaunuinasgu IEEEB02.1X Uas Mac-Based
Authentication &

1330 QoS Tdnuanmsgnu IEEE 802.1p, WRR 3a DWRR %58 Shaped Round Robin
(SRR) 138 Weighted Random Early Detection (WRED), DiffServ was Rate Limit Ty
pE9eY

amsavh Remote Mirroring léiauuy Ingress w3a Inbound uay Egress %38 Outbound
anunsndsdoyanisliinundotiesae NetFlow win sFlow wie NetStream 1o
annsausmssanislalag CLI, SSHv2, SNMPY3 uag RMON 1
tﬁumﬁmﬁm%‘uaw?ﬁwﬁaﬂu Leaders Quadrant U84 Gartner Magic Quadrant for the
Wired and Wireless LAN Access Infrastructure U 2022 \lusgnsiios
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3,27, lurhaniulseiu nsdlwuingunsal/Ausau adhiadenis msgdlauesamdesdam

3.28.

7180151 3 gUnsalaUUALUNTS YRR TTUUMTAUNALUUDIRTEZ YaTl 3 ATUARBYE

gunsal/Audnlminnasulingly 3 fuknig Fufinanfuildiuuds

gunsaimniuseaduvedmiliveldiuntou uazeglumemsnda laifugunsaifininn
USudgaanmlal w3eulsanin (Reconditioned w3 Refurbished) Inpdiafimisdeiusos
AvenlidmsulasamsilasanizarnidrvewdnsusiauUsundlne  wozdiarvives

wanlnenseglulssmalnevieldinisaivayusiumaiia wasaiuayuuimmanisue

e

wngnAtuuszimalng

1
= [+]

9

sunemalug Jadnauan 39U 32 Ya Usenaunay

o

1. gunsaladudygamnuudn Sruau 32 Y lnsgunnlusiasyaiinmanditumdeioluil
1.1.

1.2

1.3

1.4.

1.5
1.6.
LoE

il Switching Capacity ®e41ia8 1.9 Thps wawdl Forwarding Rate 8gstiae 1400 Mpps
nEUN15¥N Stacking

finesm Ethernet WUU 1G/10G/25G (SFP/SFP+/SFP28) ad1atiae 24 wash Uasnain
40G/100G (QSFP+/QSFP28) aeinatiay 4 wain 5o wein 10GBase-X (SFP+) agratia
24 wosAuaTWesA 40G (QSFP+) aenatioe 4 wesm Wiawlaus Transceiver, @18 Patch
Cord WUy Single Mode il LC-LC auenaliitosndn 3 wms mes‘i’qamwauﬁ'mmmﬁ
anunsoldiy Transceiver 6 musuauuazwindiniugunsaludazyaniui szylu
LonAsILUTNY Tl Transceiver fifiauammiauslulassmsazsiesansadouseriu
wesnvesgunscilfatsauysollngliderlisoiiud

5935U MAC Address leadnation 32,000 Addresses wianatiuzu Jumbo frame YA
pE9tlas 9000 bytes

58950 IPva Unicast Routes levagnaiias 39,000 Routes Wag IPv6 Unicast Routes Lol
p8191eY 19,500 Routes

i Power Supply WU Redundant flaninsavihaufuszuulwiluy 220 VAC, 50 Hz 1a
il Redundant Fan wag Redundant Power Supply Wuu Hot Swappable
AnseduduTnaeSaTedmiy IPva uay IPv6 Traffic Taeldlustaneadaluil Tngli
dealdiediiud 1iiedaios

1.7.1. Static Route

/’_1'-‘.7.2. BGP
¥ T .‘,A' / 7—7( / 4
o W S

[



1.8.
1.

1.10.

1l
1.12.

1.13.

1.14.

1.15.

1,16,

1.17,

1.18.
118

1.20.

1.21.

1.22.

1.23.

1.24.

1.25.

1.7.3. OSPF %38 IS-IS

a1u150v VLAN anunesgiu 802.1Q lalsiesndn 4,000 VLAN

d1u50vh Link Aggregation léimusnmsgiu IEEE 802.3ad LACP ¢

41415097 Spanning Tree A1UNIRT51U 802,10, 802.1w, 802.1s lLag RPVST+ %58
PVRST+ %30 PVST %30 PVST+ wie VSTP wie VBST l¢

@unsavi Virtual Extensible LAN (VXLAN) o

@1u150vi1 Network Programmability #1u REST APl ¥i58 NETCONF %38 Python Script
Taluedatioy

@11150911 Multicast AU IFIU IGMP Snooping, IGMPV3, PIM-SM %38 PIM-DM &
annsavh QoS lénamasgiu 802.1p wag DiffServ 138 DSCP wio DWRR ldtluaesios
A1U150N197U Security wUU Layer 2/Layer 3 ACL 30 Firewall Filter, RADIUS wag
TACACS+ %38 HWTACACS \usgrsiiay

@11150% Mirroring 1#WaUUU Ingress w3 Inbound wag Egress w38 Outbound 13e
AN

ansannasudeyansaifveansldnueietie Tuguiuu NetFlow #3e sFlow wse
jFlow %138 NetStream 16

Au150USIIianI1Tlag CLI, SSHv2 wag SNMP 1§ iamnan

g1n5a91 Virtual Chassis %38 Virtual Switching Extension (VSX) %38 StackWise Virtual
W38 Stack module %38 Cluster Switch System (CSS) lg
IFSusnmsgudumalasadvan IEC, EN waz UL Wuethioy

aunsaliivuninmTgIu anunsofnaalug Rack 21 19 3 16
Lﬁuwﬁmﬁm%maw%ﬁwﬁagﬂu Leaders Quadrant 984 Gartner Magic Quadrant for the
Wired and Wireless LAN Access Infrastructure ¥ 2022 1{usgnation
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1.26. gunsaindudeaiuvedwmiliweldounnou uazeglumenisndn lidugunsoiiiiun

Ufudgaanwlya weuusanin (Reconditioned n3a Refurbished) lnafafimisde

2usaaneanlidmsulasansilaglanizaininssnanipeiaivusemelneg  wazilann

vesranlnsnseoglulsemdlneielinsaduayuimunailn wavaiuayuuinningans

eungnAlulszimelng

2. gunsaludmsszuuietetng 31uau 1 szuu nuauiAdiellil

2.1 avayunisaruauaunsal LAN Switch fitauslulasinisil Usznaulddqegunsal

Hardware Controller 31uaulsitiosnda 2 1399 uraviasoe damuaudiedieios

Faeluil

21.1 ¥u Appliance %ﬁﬂﬁﬁﬁﬂ’]ﬁﬂﬁﬂﬁgﬂui Rack 19” 'l

2.1.2 . #ee@EINTAYaTULUY High Availability (HA) la

213  Smieuszanananad Intel XEON Gold mnandaliisnnda 2.10 GHz swuanllities
n71 16 Aasusannin Iuaulidtesndt 2 e

214  Slwtieamsman (RAM) 4iin DDRE A1nandalinndn 2666 MHz RDIMM v
laitfopnan 32 GB v3ennin Taeilvuanihsarudisiulitesnin 128 GB

2.15 atfuayunsviiaiu RAID 16 RAID cache hitloundn 2G8

216 imiedafudeya (Hard Disk) wila SATA SSD wwinbitiesndn 1.9 TB agries
8 wihe 3o vila SAS HDD wwaliitiesnin 1.2 TB seeey 4 vile

217 fdeaidouseszuuiniatie (Network Interface) wuu 10Gigabit Ethemet (SFP+)
S1uliifesndn 2 das wasileadeusowuy 1/10GE Base-T atsilos 2 409
wieuausany AOC anupilitoenin 3 washiteenit 2 mheoduedaies

2.1.8 i1 Power Supply 3unalaitieanaa 700W 9121 2 28 WUU Redundancy
Tneaansayin Hot Swap 16

219  annsavineuiuszuulihluyszmelneuuy 220 VAC, 50Hz 19

2110 @unsadtuayunsauaugunsaiinietieliane unsdiiuminedvilgunsal
wsetndlSaneBvaiieadude 2.1 18

2.1.11 @1m130a323NU (discovery) aUnsaita3ev1e laaan Link Layer Discovery
Protocol (LLDP) #3atfieusin, SNMPV2 wag SNMPv3 lallusgsiion

2.1.12 gunsadafiuseandonvesgunsal (nventory) Tuguuuu 2.1.12.1 wie 2.1.12.2
oedlanenamilaaneluil
2.1.12.1 ﬂgﬂ%’@ﬂgaﬁﬂﬁgﬂwlﬂﬁ’m Name, IP Address, MAC Address, OS,

W Uptime, Product Id, Read}ability Status, Device Role, Site,



21122

Interface name, MAC address of the interface wag Configuration
Idustiniioy

qgm%’aagaﬁﬂi%naulﬂﬁw online status, version, model, IP address,
manufacturer, registration time, onboarding time, MAC address,

last disconnection time, ESN, CPU wag User Information List n

[=4 (] 9
Wuag ey

2.1.13 @unsaadieunudanisidounogunsniiaioniy (Physical Topology Map) Was

LanaEazdeanig q vesgunsal I 1wu Device-Level Data 3o viinvesgunsal

130 S1UaLLunDY 9

2114 gnsadsnuitefvuaaigauninsasnisiiuinisivdedeyalussuuaietis

(Quality of Service) Mauals InsfnndnumzaaolUil

2.1.14.1

2.1.14.2

2.1.143

2.1.14.4

2.1.14.5

43n application n3udsdayaluszuuiaiodis ldun BitTorrent,
NETFLIX, Gnutella, Kazaa2, eDonkey, Fasttrack, SIP, H.323,
MPEG2-TS, FTP, Exchange, MySQL, Amazon Services, Apple
Services, Google Services, Facebook, LDAP, GMAIL, HTTP, Citrix,
GRE, ICMP ua¥ IPSec Tiliungation w3a au15avin Service
Awareness (5A) Ta33n application luszuugrudeyalaedialios
6000 applications

gunsaileny application Tvileiles laessyann URL-Based, server IP
address, server TCP/UDP port lgilusgnaley
dunsauaUszinnyed application AnuunsgIU RFC 4594 W39
fianuanunsalun1si QoS Policy esesunsutassianaes
application #1u Per-Hop Behavior a8 DSCP value (DSCP PHB),
WRED ¢e DSCP value Wag Queue Priority 1

aunsorvun Class of Service %o Traffic Class 3@ Traffic
Classifier Wffuusaz application la

aunsanvun Differentiated Services Code Point (DSCP) wa

Bandwidth Tviusas Class 19

2115 prEansalude 2.1.15 desannsasiinngiudayausnusznn application T

yruasiele

2.1.16 aﬁuauumaﬁw Zero Touch Deployment (ZTD) 1158 Zero Touch Provisioning

(ZTP) n5 8 Zero Touch Enrollment (ZTE) #5 @ Network Plug and Play (PnP)



Tdugunsnl LAN Switch auelulasenistl, WiFi Controller wag Access Point

neguauaziliundadusigvienoaiule

21.16.1

2.1.16.2

gun3al LAN Switch 7 wuslulasenisil, Wikl controller wag Access
Point 10 udauazidundnineid Feideaiudesansnsndum
(discover) guUnsal SDN Controller rutemedelUilfifuognies
- DNS %30 Registration Query Center

- DHCP %58 Bootstrap configuration

gunsal SDN Controller ansnindswanswas (image) wageyaAd I

Awualiaaamiin (configuration template) Wlvigunsal LAN Switch

1
1 2

avuelulasenisil, WiFi Controller waz Access Point Nidlaguaiuay

o a  w fd ¥ o ) [
Wunandnavewfenule

2117 atfudyunisv Overlay Network $afugunsal LAN Switch fiiauatiumns GUI 14

2.1.17.1

21142

21333

2.1.174

AR

annsaadrunufanisid ensegunsalinievasliduiusiu Site,
Building W@z Floor a

$an15 Host Pool %38 DHCP Address Pool @ sUsgnaulusae DNS,
Gateway lifugunsaifiuniensdeld

#3149 Overlay Network 119514 Virtual Extensible LAN (VXLAN)
w39 GRE Tunnel o

a¥14 Virtual Network vl saafuayunasldan 1P Address 7 91 fu
(Overlap) uagdosnsuenmssudetoyasanidudiug (Virtual Route
Forwarding) 16

annsasnianislidanuivdedeyaniegluusay Virtual Network lagld
Security Group Policy (IP Filtering) 139 Free Mobility $21AUTEUY

figailfnud Lauale

2.1.18 ‘Lun‘szﬁﬁwﬁwmé’ﬂﬁqﬂﬂ‘zzﬁm‘%’mhH‘L%'awﬁﬁmﬁmﬁ‘u{fa 2.1 A99aEIU1SD

! . ; A a
M5I9EOUA response times uag failure rates WA IERTgyminsldauves

dldfa Tnduammaindgmdm client association fuszuu Wi-Fi radio, Taym

#1un19 authentication fUSEUU RADIUS server, Ugym1n153u IP address #1u

DHCP waz flaymdnnunis resolving names 910 DNS services lsitluagnatios

2.1.19  awwrsalwusnisidu Public Key Infrastructure (PKI) server Wi alei Certificate

Authority (CA) 1a3 i1y sub-CA Lilayi X.509 SSL certificate Tiugunsal

?%/f W Aens o



2.1.20

2121

2.1.22

2.1.23

2.1.24

2.).25

2.1.26

2.1.27

2.1.28

LAN Switch fiiauslulasansi, WiFi Controller uag Access Point fifioguduas

Dundnsfauaiawedeaiuld

A111303NNIATIEBUN LA UNS ud 1By avatusiay application lusyuu

\satefiausly Faseluil
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